Innovations, Number 81 June 2025

Innovations

IoT Based Real Time ECG Monitoring and Analysis Using Machine
Learning

1Charles Stud Angalakurthi; 2Riyaz Hussain Shaik; *Shyam Perika;
‘Amulya Bhanu Medida; ’Venkateswara Rao Kankata; *Sekhar Vempati
1.2,3,4.5.6 Assistant Professor, Department of E.C.E, RGUKT AP IIIT Nuzvid,
Andhra Pradesh, India

Corresponding Author: Charles Stud Angalakurthi

Abstract: The incorporation of Internet of Things (IoT) technology in contemporary
healthcare has transformed various facets of the medical landscape. A proposal has
been created for an ECG system that employs an IoT platform to improve ECG
monitoring systems. Historically, ECG monitoring was confined to cumbersome
equipment, restricting mobility and real-time observation possibilities. The
emergence of IoT has initiated a new epoch, providing improved portability and
immediate data transmission. Implementing structured development environments
facilitates the production of economical ECG monitoring devices, ensuring seamless
data transmission to cloud-based platforms. These solutions offer a strong
infrastructure for the real-time storage, visualization, and analysis of ECG data. Their
interaction with IoT devices guarantees continuous data transmission and remote
access through the internet. Furthermore, they provide an array of analytical
instruments and visualization methodologies, enabling healthcare professionals to
effectively derive significant findings. Utilizing adaptable analytical instruments
facilitates the creation of sophisticated algorithms for anomaly detection and trend
analysis. Data from these platforms can be retrieved for comprehensive analysis,
encompassing heart rate variability (HRV) evaluations and arrhythmia detection.
Moreover, integrating SMS warnings for irreqular ECG values improves the response
of healthcare systems. Automated SMS alerts can be activated upon identifying
irregularities, notifying healthcare practitioners or specified receivers, so enabling
swift intervention and minimizing response times in crucial scenarios. Consequently,
the convergence of IoT technology, cloud platforms, and SMS notifications transforms
ECG monitoring. This integration enables health care providers to offer proactive,
individualized care, resulting in improved patient outcomes and enhanced quality of
life. Moreover, it establishes a basis for pioneering research and advancements in
cardiac health management, influencing the future of cardiovascular care.
Keywords: IoT; ECG Monitoring; Cloud Platform; Data Analysis; Heart Rate
Variability.
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1. Introduction

Maintaining health is crucial for a joyful and comfortable existence. The World
Health Organization asserts that good health is a fundamental right for all
individuals, and regrettably, it presents a global challenge to address in the future.
Cardiovascular disorders and heart attacks are leading causes of mortality in
numerous countries, resulting in over 15 million fatalities worldwide [1]. The
interval between the initial signs of heart distress and the request for medical
assistance significantly differs among patients and may result in fatal outcomes.
Epidemiological studies indicate that allocating resources for the early diagnosis
and treatment of heart disease has a greater potential to diminish mortality linked
with cardiac conditions than enhancing care post-hospitalization. Consequently,
innovative measures such as intelligent monitoring are crucial to minimize the
period prior to therapy. The Internet of Things (IoT) is characterized as a network
of tangible objects connected to the Internet. The IoT infrastructure incorporates
devices equipped with sensors and wearables to detect environmental conditions,
electronics for various activities including connectivity, and software to ensure
integrity.

An effective healthcare system must deliver quality health services
consistently, accessible from any location, in a cost-effective and user-friendly
manner, while minimizing response time [2]. The health care system is presently
experiencing a cultural transition from a conventional model to a contemporary,
patient-centered paradigm. In the conventional model, healthcare professionals
assume a predominant role, necessitating patient visits for essential assessments
and guidance. This methodology presents two fundamental issues. Health care
providers must be present with the patient at all times. The patient remains in a
hospital, connected to bedside biomedical devices for a duration. The Internet of
Things could address these issues [3]. An electrocardiogram (ECG) is a diagnostic
test utilized to assess the normal rhythmic activity of cardiac function. The
electrocardiogram (ECG) signal depicts cardiac activity for a physician through
electrical impulses produced during the cardiac cycle and recorded via external
electrodes [4].

1.1. Medical Signal Processing

Electrocardiography (ECG) is an essential instrument in cardiology, offering vital
insights into the heart's electrical activity. The analysis of ECG data is essential for
identifying and monitoring diverse heart diseases. Nonetheless, the unprocessed
ECG signals frequently encompass noise and aberrations that might hide essential
information. Medical signal processing is crucial in this context. The utilization of
sophisticated signal processing methods on ECG data is crucial for improving the
precision and dependability of cardiac evaluations. This introduction examines the
significance of medical signal processing in ECG, emphasizing its influence on
precise diagnosis, noise mitigation, feature extraction, automated analysis,
continuous monitoring, telemedicine, research and development, and data
compression.
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Medical signal processing in electrocardiography is essential for precise
diagnosis. Electrocardiogram (ECG) data, representing the electrical impulses that
initiate heartbeats, are essential for identifying various cardiac disorders, such as
arrhythmias, ischemia, and myocardial infarction. Nonetheless, these signals are
frequently compromised by many forms of noise, including baseline drift, power
line interference, and motion artifacts, which can hide essential diagnostic
information. Advanced signal processing techniques, including as filtering and
adaptive algorithms, are utilized to reduce these interferences, ensuring that the
ECG signals remain clear and interpretable. The reduction of noise is essential for
healthcare workers to achieve accurate and prompt diagnoses, hence enhancing
patient outcomes.

The significance of medical signal processing encompasses telemedicine [5] and
remote monitoring, domains that have garnered substantial interest in recent
years. Signal processing techniques enable the remote transmission and analysis of
ECG data with high precision. This feature is essential for delivering cardiac care
in remote or underserved areas [6], guaranteeing that patients receive timely and
accurate diagnostics regardless of their location. Medical signal processing
substantially enhances automated analysis and real-time monitoring. The
incorporation of advanced algorithms facilitates the ongoing and automatic
evaluation of ECG readings, delivering prompt feedback and notifications for
irregular patterns. This is especially beneficial in emergencies and for the
continuous oversight of patients with chronic ailments. Automated solutions
alleviate the workload of healthcare personnel, facilitating more effective resource
utilization and expedited clinical decision-making.

ECG signals are vulnerable to multiple types of noise, such as muscle contractions,
electrode movement, and power line interference. These abnormalities can
conceal critical cardiac information, complicating correct diagnosis. Medical signal
processing methodologies, including filtering and adaptive noise cancellation, are
utilized to alleviate these interferences. These procedures eliminate noise from the
ECG signal, so ensuring that the recorded data accurately represents the heart's
electrical activity. This noise reduction is essential for accurate signal
interpretation, allowing healthcare providers to provide educated and precise
diagnoses.

The electrical activity of the heart is intricate, and the analysis of ECG data
necessitates the extraction of particular aspects. Signal processing techniques
enable the identification and extraction of features such as the P wave, QRS
complex, T wave, together with their corresponding intervals and amplitudes. The
duration and form of the QRS complex may signify ventricular hypertrophy or
bundle branch blockages. Signal processing improves the depth and precision of
cardiac analysis by supplying comprehensive information regarding these aspects.
The storage and transmission of ECG data necessitate effective data management
systems. Signal processing methodologies, including data compression, are
essential in this context. Compression technologies diminish the size of ECG data
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files while preserving their integrity, so enabling more efficient storage and
expedited transfer. This is especially crucial in environments where substantial
quantities of ECG data are produced, such in intensive care units or during Holter
monitoring [7]. Effective data management enables healthcare providers to access
and interpret ECG data.

The ongoing advancement of signal processing techniques propels research and
innovation in cardiology. Innovative algorithms and methodologies are perpetually
being devised to enhance the precision and efficacy of ECG analysis. This research
facilitates the development of novel diagnostic instruments and medical
equipment, hence improving the quality of cardiac treatment. In conclusion,
medical signal processing is essential for the efficient application of ECG in cardiac
diagnosis. Signal processing greatly enhances the utility and reliability of ECG by
enhancing diagnostic accuracy, enabling deep feature extraction, supporting
automated and real-time monitoring, facilitating remote patient care, and fostering
innovation. The evolution of cardiology amplifies the significance of modern signal
processing techniques in ECG, highlighting their essential role in enhancing
patient care and results.

The remaining section of the paper is structured as follows. Section 2 delineates the
traditional methodologies employed for ECG monitoring and analysis. Section 3
presents the proposed technique for IoT-based ECG monitoring and analysis
utilizing machine learning. Section 5 presents a discussion of the results through
graphical and objective analysis. The conclusion of the methodology is presented
in Section 6.

2. ECG Monitoring models

Various approaches can be employed for ECG monitoring and the identification of
distinct artifacts. A literature review is presented utilizing three distinct
methodologies.

2.1. Signal Processing Algorithms

Time-domain analysis methods are frequently employed to identify and eliminate
transitory artifacts. Algorithms utilizing amplitude thresholds or waveform
morphology can detect sudden signal alterations that signify motion artifacts or
high-frequency noise spikes. Adaptive filtering methods, like Kalman filters and
wavelet transforms [8], can effectively attenuate particular frequency components
linked to abnormalities while maintaining the integrity of cardiac signals. These
filtering methods are employed to eliminate artifacts and power-line interference.
Wavelet Transforms enhance noise management by preserving the signal's length
during transformation and decomposing the ECG signal into several frequency
components for noise reduction and feature extraction.

2.2. Frequency-Domain Methods

The frequency characteristics of electrocardiogram (ECG) data are analysed using
spectral analysis techniques in order to extract and eliminate noise components
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[9]. An assessment of the power spectral density can assist in the identification of
noise frequencies, which enables targeted filtering or the elimination of artifacts.
The efficiency of artifact suppression is improved through the use of adaptive
filtering in the frequency domain, which operates by dynamically adjusting filter
coefficients based on the properties of the signal.

2.3. Machine Learning Approaches

Advanced machine learning algorithms [10], including convolutional neural
networks (CNNs) and recurrent neural networks (RNNs), are progressively utilized
for automated artifact detection [11]. These algorithms are developed using
extensive datasets to differentiate between authentic cardiac signals and artifacts,
hence enhancing the precision and efficacy of automated ECG analysis systems
[12].

Conventional ECG monitoring generally necessitates patient visits to healthcare
institutions, which can be cumbersome and time-intensive. An IoT-based system
facilitates real-time [13] continuous monitoring of biomedical data from the
convenience of patients' homes. Continuous real-time monitoring facilitates the
early detection of heart problems. Machine learning algorithms can analyse ECG
data to detect patterns and potential problems prior to their escalation, facilitating
prompt medical intervention. Machine learning algorithms can analyse extensive
ECG data to detect nuanced patterns that may elude human examination. This may
result in enhanced diagnostic accuracy and improved comprehension of cardiac
problems. Machine learning can assimilate a broad spectrum of physiological data
beyond ECG [14], facilitating a more holistic perspective of a patient's health data
to deliver tailored insights and suggestions. Sensors are augmented with Machine
Learning capabilities for rapid evaluation to mitigate potential health concerns
[15].

3. Methodology

The proposed technique entails the acquisition of the ECG signal, processing of the
data retrieved from the cloud, and identification of irregularities in the observed
signal.

3.1. Proposed methodology

The proposal aims to integrate technical innovation with healthcare to establish a
comprehensive system for the efficient capture, processing, and transmission of
ECG data. Specific objectives encompass the implementation of ECG data
gathering utilizing sophisticated sensors to ensure precision and dependability.
The NodeMCU microcontroller functions as the central intelligence unit for the real-
time processing and analysis of ECG signals. Establishing a secure data transfer
between NodeMCU and the ThingSpeak Cloud platform is essential for the rapid
and secure delivery of processed ECG data. Furthermore, creating an intuitive
interface on the ThingSpeak Cloud allows users to track their ECG data in real-
time, fostering user engagement and improving clinical significance. Cost-
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effectiveness is a primary objective, seeking to render this breakthrough
technology available to a wider audience.

The proposed scope of work encompasses hardware integration, software
development, and cloud-based communication. The ECG sensor records the
heart's electrical signals, whereas the NodeMCU microcontroller serves as the core
processing unit, analysing signals and maintaining data integrity. Real-time
monitoring enhances user engagement and clinical significance, integrating the
system with current healthcare requirements.

Consequently, the proposed initiative embodies a synthesis of vision, technology,
and healthcare, seeking to transcend the constraints of conventional healthcare
practices. This program aims to transform remote patient monitoring by integrating
ECG sensors with NodeMCU and leveraging ThingSpeak Cloud features,
enhancing accessibility, efficiency, and cost-effectiveness. The schematic of the
proposed work is modeled as shown below in fig 3.1.
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Fig. 3.1: Model of the Methodology

The block diagram illustrates that An AD8232 ECG sensor is connected, and ECG
data is acquired from the body. The acquired ECG data is transferred to a cloud
environment, facilitating real-time monitoring. The ECG data can be filtered and
segmented to isolate significant peaks for subsequent study. The proposal employs
a machine learning algorithm to classify ECG data as normal or abnormal by
identifying regular and irregular intervals of the ECG peaks.
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Fig. 3.2: Physical Assembly

The physical assembly and implementation of the ECG data analysis are depicted
in Figure 3.2.

ECG Sensor (AD8232):

The AD8232 is a consolidated signal conditioning module for electrocardiogram
(ECG) and various biopotential measuring applications. It is frequently employed
to record the electrical activity produced by the heart. This sensor generally has
several electrodes positioned on the body to detect the electrical impulses
produced by cardiac activity.

Acquisition of ECG Data:
Acquisition denotes the process of gathering or procuring data from the ECG
sensor. Samples will be gathered at various intervals. The acquisition procedure
may entail enhancing, filtering, and digitizing the raw signals to render them
appropriate for processing.

Data Processing in IDE (Arduino IDE):

The Arduino IDE is an Integrated Development Environment utilized for
programming Arduino boards. It pertains to coding for the processing of ECG data
obtained from the sensor. The processing of ECG data in Arduino IDE may
encompass activities such as digitizing analog signals, eliminating noise, and
preparing the data for transmission or storage.

Cloud (ThingSpeak Platform):

ThingSpeak is a compatible data repository that enables the collection, analysis,
and visualization of real-time data from sensors or devices. It offers cloud services
for data storage and management. ThingSpeak enables the upload of ECG data
from an Arduino device to the cloud for further analysis or monitoring.

Detection Using Threshold Values:

Threshold-based detection entails establishing precise thresholds or limitations on
specific parameters obtained from the ECG data. For example, one may establish
thresholds for heart rate, amplitude of specific waves (e.g., P, ORS, T waves), or
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intervals between waves. The crossing of certain thresholds in the ECG data
signifies potential anomalies or noteworthy events, such irregular heartbeats or
arrhythmias.

A machine learning model is developed using the ECG dataset to categorize
heartbeats according to extracted attributes. A labelled ECG dataset is utilized with
the Random Forest algorithm for heartbeat classification. The data collection
comprises samples corresponding to a heartbeat and includes the retrieved
features. The labels would denote whether the heartbeat is normal or suggestive of
a cardiac anomaly. The trained model is subsequently employed to categorize new
ECG data, predicting whether each heartbeat is normal or pathological based on
the acquired patterns. Random Forest is adept at handling intricate datasets such as
ECG data due to its capability to represent non-linear correlations and feature
interactions. Random Forest can elucidate which parameters, such as RR interval or
QRS complex amplitude, are important for categorization. The ensemble approach
offers both resilience and adaptability in managing real-world ECG data.

Triggering Alert Message:

Upon detection of irregularities or significant events, an alert message may be
dispatched to the patient to inform them of the circumstances. The alert message
aims to encourage the patient to do suitable actions, such as seeking advice from a
healthcare expert or modifying their prescription.

4. Results Analysis

Integrating serial data transmission of ECG readings into ThingSpeak platform
provides a reliable platform for ongoing remote monitoring and study of cardiac
function. The study of ECG signals is essential for identifying cardiac problems and
monitoring cardiovascular health. ECG readings are rigorously evaluated using
advanced algorithms and signal processing techniques to derive critical insights
from the heart's electrical activity.

4.1. ECG Data Acquisition and Filtering

The sensor linked to the NodeMCU precisely captures ECG signals, while Wi-Fi
connectivity facilitates uninterrupted communication with the ThingSpeak platform.
The ThingSpeak API enables the automatic updating of certain channels with
incoming ECG data, allowing users to view and analyze the information from any
location with internet connectivity. The acquired ECG from the sensor is presented
below in Figure 3.3.
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Fig 3.3: Acquired ECG signal from Sensor

The utilization of digital filters, including low-pass, high-pass, and band-pass filters,
significantly reduces noise and artifacts in ECG recordings, yielding clearer and
more distinguishable waveforms. The incorporation of filtering and smoothing
techniques into ECG signal analysis improves the reliability and effectiveness of
cardiovascular diagnostics, facilitating more precise disease detection. A sample of
the original ECG signal, incorporating filtering and smoothing processes, is
presented below in figure 3.4.
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Fig 3.4: Filtered and Smoothened ECG Signal

The segmentation of ECG signal analysis exhibits a high degree of accuracy by
dividing cardiac cycles into separate phases. These defined segments offer
significant insights into the temporal properties of cardiac electrical activity,
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facilitating precise determination of intervals such as the RR interval and PR
interval. The delineated phases are illustrated below in figure 3.5.

—— Original Signal

e
@
L

Amplitude
=4
[=2]
L

— Levell

1.6
1.4

1.2 4

— level 2
0.0 1
_0.1 4
0 20 40 60 80

Level 1 Coefficients

0.14

— level3

0.0 1

-0.14

Level 3 CoefficientsLevel 2 Coefficients

100 120
Sample Index

Fig 3.5: Segmentation of ECG signal
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Fig 3.6: One Segment with the original ECG signal
Moreover, segmentation aids in detecting anomalies such as premature beats or

irregular rhythms by emphasizing departures from the anticipated waveform
morphology.
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4.2. RR Interval Analysis

The RR interval, by precisely identifying and quantifying the time intervals
between consecutive R-peaks, is a crucial metric for evaluating heart rate
variability (HRV) and autonomic nervous system function. The study indicates both
the average heart rate and the variations in heartbeat intervals, illustrating the
dynamic interaction between sympathetic and parasympathetic nervous system
regulation. Moreover, irregularities in RR interval patterns, including prolonged or
erratic intervals, may signify underlying heart disorders or autonomic dysfunction.
The accurate identification of R peaks allows for the demarcation of cardiac cycles,
hence allowing the investigation of additional waveform components, including P-
waves and T-waves. The identified P, R, and T peaks are illustrated below.
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Fig 3.1: Detected P, R & T peaks

4.3. Detecting Cardiac Abnormalities

The RR interval denotes the time interval between successive R-peaks in the ECG
signal and indicates the regularity of heart rhythm. In standard ECGs, RR intervals
demonstrate uniform durations, signifying regular heart function. In contrast, faulty
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ECGs frequently exhibit uneven RR intervals, indicating arrhythmias such as atrial
fibrillation, premature beats, or heart block. Analysing RR intervals yields critical
insights into the fundamental heart rhythm and assists in distinguishing between
normal and pathological ECG patterns.

Normalized Normal ECG Signal with R-peaks Normalized Abnormal ECG Signal with Repeaks
= Nomalized Normal ECG Signal | 5 m

: Il
| A AN

054 — Nomalized Abnormal ECG Signal
0 Fpeaks

T T T T T T T -0 T T T T
0 A | 60 80 0w 10 0 0 40 60 80

Fig 3.8: Normalized ECG signal with R-peaks

Irregularities in the heartbeat can be detected through the analysis of RR intervals
between the peaks. The RR intervals of the normalized normal and pathological
electrocardiograms are presented below.

RR Intervals Normal RR Intervals Abnormal
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Fig 3.9: RR Regular & Irregular Intervals

The outcomes of RR interval analysis in ECG signal processing reveal significant
insights into heart rhythm dynamics and physiological variability. The assessment
of heart rate will be implemented as illustrated in Figure 3.10. The equation (1)
below delineates the relationship utilized for cardiac calibration.

Heart Rate = 60/ mean(R - R Intervals)
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ECG Signal with Detected R-R Interval and Heart Rate
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Fig 3.10: RR Regular & Irregular Intervals
A set of sample entries is presented for the classification of normality/abnormality,
as illustrated in the table below. The learning method will facilitate the detection of

abnormalities, as illustrated in Table 1.

Table 1: Detected Heart Rate and RR Interval Statistics

Entry RR Heart | Abnormal
ID |Interval| Rate Data

1. 0.8 60

2. 0.6 67 Heart

3. 0.7 110 Rate: 110

4. 0.8 15

5. 0.7 67

This accurate heart rate measurement offers significant clinical insights into cardiac
function, allowing healthcare providers to evaluate rhythm regularity and identify
anomalies such as tachycardia or bradycardia. Moreover, the dynamic
characteristics of heart rate estimation enable real-time surveillance of
cardiovascular health, hence allowing for prompt interventions as required.

5. Conclusion

This study intersects three significant advancements: innovative thinking, state-of-
the-art technology, and the ever-developing field of health care. It seeks to rectify
the deficiencies of conventional healthcare practices by implementing an
innovative strategy for remote patient monitoring. This endeavour fundamentally
involves the integration of ECG sensors with NodeMCU microcontrollers. This
amalgamation facilitates the acquisition of essential patient information. The data is
thereafter delivered securely to the Thing Speak cloud platform. This cloud-based
technology enables remote access to patient information, allowing healthcare
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providers to monitor patients' conditions from any location. Utilizing these
integrated technologies can enhance the accessibility of remote patient
monitoring. Patients can be observed in the convenience of their residences, so
obviating the necessity for frequent and perhaps disruptive visits to hospitals or
clinics. This method can improve efficiency in the healthcare system. Clinicians can
allocate additional time to patients with urgent needs while simultaneously
monitoring individuals with less pressing concerns. The most significant advantage
of this plan is its capacity to decrease health care expenses. This remote
monitoring technology facilitates early diagnosis of potential health conditions,
potentially averting expensive hospital hospitalizations and procedures. This
concept signifies a transformative advancement towards a more accessible,
efficient, and economical healthcare system for the future.
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